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NEW QUESTION: 1
Which of the following attacks involves the use of previously captured network traffic?
A. DDoS
B. Vishing
C. Replay
D. Smurf
Answer: C
Explanation:
Replay attacks are becoming quite common. They occur when information is captured over a
network. A replay attack is a kind of access or modification attack. In a distributed
environment, logon and password information is sent between the client and the
authentication system. The attacker can capture the information and replay it later. This can
also occur with security certificates from systems such as Kerberos: The attacker resubmits the
certificate, hoping to be validated by the authentication system and circumvent any time
sensitivity.
If this attack is successful, the attacker will have all of the rights and privileges from the original
certificate. This is the primary reason that most certificates contain a unique session identifier
and a time stamp. If the certificate has expired, it will be rejected and an entry should be made
in a security log to notify system administrators.
Incorrect Answers:
B. A smurf attack is a type of network security breach in which a network connected to the
Internet is swamped with replies to ICMP echo (PING) requests. It does not involve the use of
previously captured network traffic.
C. Vishing is the act of using the telephone in an attempt to scam the user into surrendering
private information that w ill be used for identity theft. The scammer usually pretends to be a
legitimate business, and fools the victim into thinking he or she will profit. Vishing does not

involve the use of previously captured network traffic.
D. A Distributed Denial of Service (DDoS) attack is an attack from several different computers
targeting a single computer. One common method of attack involves saturating the target
machine with external communications requests, so much so that it cannot respond to
legitimate traffic or responds so slowly as to be rendered essentially unavailable. Such attacks
usually lead to a server overload. DDoS attacks do not involve the use of previously captured
network traffic.
References:
Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, 6th Edition, Sybex,
Indianapolis, 2014, p. 325

NEW QUESTION: 2
Which two statements about Frame Relay Point-to-Point connections are true? (Choose
Two)
A. Changing a point-to-point sub interface to a different type requires the device to be
reloaded.
B. Each physical interface that extends to the Frame Relay cloud can support a single
SVC.
C. The device can establish a point-to-point connection to the cloud without a DLCI.
D. They use two DLCIs to communicate with multiple endpoints over the Frame Relay cloud.
E. They can operate normally without a DLCI map.
Answer: A,D

NEW QUESTION: 3
A customer requires each AIX or IBM i LPAR to have access to two different VLANs but without
VLAN tagging. They plan to have dual VIO Servers on the same POWER8 system, using Ether
Channel and SEA for each VLAN.
What is the minimum requirement to support the configuration?
A. (4) quad port Ethernet adapters
B. (4) dual port Ethernet adapters
C. (2) dual port Ethernet adapters
D. (2) quad port Ethernet adapters
Answer: C
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