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NEW QUESTION: 1
The network administrator at an enterprise reported a large data leak. One compromised
server was used to aggregate data from several critical application servers and send it out to
the Internet using HTTPS. Upon investigation, there have been no user logins over the previous
week and the endpoint protection software is not reporting any issues. Which of the following
BEST provides insight into where the compromised server collected the information?
A. Correlate data loss prevention logs for anomalous communications from the server.
B. Setup a packet capture on the firewall to collect all of the server communications.
C. Configure the server logs to collect unusual activity including failed logins and restarted
services.
D. Review the flow data against each server's baseline communications profile.
Answer: D
Explanation:
Network logging tools such as Syslog, DNS, NetFlow, behavior analytics, IP reputation,
honeypots, and DLP solutions provide visibility into the entire infrastructure. This visibility is
important because signature-based systems are no longer sufficient for identifying the
advanced attacker that relies heavily on custom malware and zero-day exploits. Having
knowledge of each host's communications, protocols, and traffic volumes as well as the
content of the data in question is key to identifying zero-day and APT (advance persistent
threat) malware and agents. Data intelligence allows forensic analysis to identify anomalous or
suspicious communications by comparing suspected traffic patterns against normal data
communication behavioral baselines. Automated network intelligence and next-generation live
forensics provide insight into network events and rely on analytical decisions based on known
vs. unknown behavior taking place within a corporate network.

NEW QUESTION: 2
Your network contains an Active Directory domain named contoso.com. The physical topology
of the network is configured as shown in the exhibit.
Each office contains 500 employees.
You plan to deploy several domain controllers to each office.
You need to recommend a site topology for the planned deployment.
What should you include in the recommendation?
More than one answer choice may achieve the goal. Select the BEST answer.
Exhibit
A. Five sites and three site links
B. Three sites and three site links
C. One site
D. Five sites and one site link
Answer: B
Explanation:
Explanation/Reference:
Explanation:
Create a site for each LAN, or set of LANs, that are connected by a high speed backbone, and
assign the site a name. Connectivity within the site must be reliable and always available.
Washington, Atlanta and Boston are all connected by high-speed links so they can be one site.
This site will have default one site link.
New York and Sydney will be separate sites. Each will have a site link to the
Washington/Atlanta/Boston site.

NEW QUESTION: 3
A. Option B
B. Option D
C. Option A
D. Option C
Answer: A
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