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NEW QUESTION: 1
Which protocol provides port-based access control and authentication?
A. 802.1P
B. 802.1Q
C. 802.1W
D. 802.1X
Answer: D
Explanation:
Explanation/Reference:
Explanation:
IEEE 802.1X provides port-based access control and authentication.
IEEE 802.1X is a client-server based access control model. If IEEE 802.1X is enabled on a switch
interface, the interface is in an unauthorized state until it is authenticated. Until the station is
authenticated, the only protocols allowed through switch ports are:
CDP
STP
EAP-over-LAN (EAPOL is the only type of traffic accepted from a station) The supplicant PAE
sends EAPOL packets that indicate its request for access through the switch to the LAN. The
switch performs the authenticator role by processing the EAPOL packets from the
port-attached supplicant PAE and forwarding an authentication request to the authentication
server. The only supported authentication server is a Remote Access Dial-In User Server
(RADIUS) server with EAP extensions. The authentication server checks the identity of the client
(the supplicant PAE) and will either accept or reject the request. If the server accepts the
request, the port is authorized and the switch will send and receive all frames. If it fails, only
EAPOL packets will continue to be processed. Once the client is finished with the connection,
an EAPOL logoff is issued, and the switch port once again becomes unauthorized.
Below is a sample configuration to enable 802.1X authentication and enable it on an interface:
switch(config)# aaa new-model
switch(config)# aaa authentication dot1x default group radius
switch(config)# dot1x system-auth-control
switch(config-if)# dot1x port-control auto
802.1w is the standard for Rapid Spanning Tree Protocol (RSTP). It is not related to port-based
access control and authentication.
802.1P is a method for assigning priority to packets traversing a network. It is not related to
port-based access control and authentication.
802.1Q describes VLAN tagging. It is not related to port-based access control and
authentication.
Objective:
Infrastructure Security
Sub-Objective:

Describe device security using Cisco IOS AAA with TACACS+ and RADIUS
References:
Cisco > Catalyst 4500 Series Switch Cisco IOS Command Reference, 12.2(52)SG > aaa
accounting dot1x default start-stop group radius through instance > aaa accounting dot1x
default start-stop group radius Cisco > Catalyst 4500 Series Switch Cisco IOS Command
Reference, 12.2(52)SG > aaa accounting dot1x default start-stop group radius through instance
> dot1x port-control Cisco > Catalyst 4500 Series Switch Cisco IOS Command Reference,
12.2(52)SG > aaa accounting dot1x default start-stop group radius through instance > dot1x
system-auth-control Cisco > Cisco IOS Security Command Reference > aaa new-model

NEW QUESTION: 2
A. Option B
B. Option A
Answer: A
Explanation:
https://library.netapp.com/ecmdocs/ECMP1196979/html/man1/na_lun.1.html
lun setup Easy to use interactive mechanism for setting up initiator groups, LUNs, and mapping
configuration.

NEW QUESTION: 3
You need to access Microsoft Dynamics CRM by using CRM for Tablets on an Apple device.
Which configuration is supported?
A. a fourth generation iPad that runs iOS 6
B. a third generation iPad that runs iOS 5.1
C. a second generation iPad Mini that runs iOS 7
D. a third generation iPad Mini that runs iOS 8.1
Answer: D

NEW QUESTION: 4
Refer to the exhibit.
You are configuring a laptop with the Cisco VPN Client, which uses digital certificates for
authentication.
Which protocol does the Cisco VPN Client use to retrieve the digital certificate from the CA
server?
A. HTTPS
B. OCSP
C. FTP
D. LDAP
E. SCEP
Answer: E
Explanation:
Explanation
http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html
About CRLs Certificate Revocation Lists provide the security appliance with one means of
determining whether a certificate that is within its valid time range has been revoked by its

issuing CA. CRL configuration is a part of the configuration of a trustpoint.
You can configure the security appliance to make CRL checks mandatory when authenticating a
certificate (revocation-check crl command). You can also make the CRL check optional by
adding the none argument (revocation-check crl none command), which allows the certificate
authentication to succeed when the CA is unavailable to provide updated CRL data.
The security appliance can retrieve CRLs from CAs using HTTP, SCEP, or LDAP. CRLs retrieved
for each trustpoint are cached for a length of time configurable for each trustpoint.
When the security appliance has cached a CRL for more than the length of time it is configured
to cache CRLs, the security appliance considers the CRL too old to be reliable, or "stale". The
security appliance attempts to retrieve a newer version of the CRL the next time a certificate
authentication requires checking the stale CRL.
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